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Abstract

Mobilecodeprovidessignificantopportunitiesandrisks.
Javabytecodeis usedto provideexecutablecontentto web
pages and is the basis for dynamicserviceconfiguration
in the Jini framework. While theJavaVirtual Machine in-
cludesa bytecodeverifier that checks bytecodeprograms
before execution,anda bytecodeinterpreter that performs
run-time tests,mobilecodemaystill behavein waysthat
areharmfulto users. Wepresenttechniquesthat insertrun-
timetestsinto Javacode, illustrating themfor Javaapplets
and Jini proxy bytecodes.Thesetechniquesmay be used
to containmobilecodebehavioror, potentially, insertcode
appropriate to profiling or other monitoring efforts. The
maintechniquesareclassmodification,involvingsubclass-
ing non-finalclasses,and method-level modificationsthat
maybeusedwhencontrol over objectsfromfinal classesis
desired.

1. Intr oduction

Sinceits earlybeginningsin theGreenproject,theJava
language[26] hascomea long way in its applicabilityand
prevalence. While its initial adoptionwas fuelled by the
ability to add“active content”to web pages,Java hasalso
becomeapredominantsystemandapplicationdevelopment
language,providing usefulcapabilitiesover andabove the
languagefeaturesthroughan extensive set of application
programminginterfaces(APIs). The APIs simplify pro-
grammingby providing a rich setof domain-dependentli-
braries,aswell asenablingnew programmaticandcompu-
tationalparadigms.As anexample,theJava Cryptography�
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API makesit possiblefor applicationsto easilyimplement
securityprotocolsfor their own needs,while the Jini API
providesa specificationfor Javabytecodebaseddistributed
programming.Oneof thekeys to Java’ssuccessandappeal
is its platform independence,achieved by compilationof
sourcecodeto acommonintermediateformat,namelyJava
Virtual Machine(JVM) bytecode,which canthenbeinter-
pretedby variousplatforms. The ability to transportbyte-
codebetweenJVMs is mostcommonlyencounteredwhile
browsingthenet,andJava’splatformindependenceensures
aclient-independentexperience.

Although previous languageimplementations,suchas
PascalandSmalltalksystems,haveusedintermediatebyte-
code,the useof bytecodeasa mediumof exchange places
Java bytecodein a new light. A networked computercan
import andexecuteJava bytecodein ways that are invisi-
ble or partly invisible to the user. For example,a user(or
his browser)mayexecutea Java appletembeddedwithin a
pageaspartof theHTTPprotocol,or aclientmayexecutea
lookupserviceproxyasit preparesto join aJini community.
To protectagainstexecutionof erroneousor intentionally
maliciouscode,the JVM verifies bytecodepropertiesbe-
fore executionandperformsadditionalchecksat run time.
However, thesechecksonly enforcesometypecorrectness
conditionsandbasicresourceaccesscontrol. For example,
thesetestswill not protectagainstlargeclassesof undesir-
able run-time behavior, including denial-of-service,com-
promiseof integrity, andlossof sensitive informationfrom
passwordor creditcardinformationfiles,say. Theintroduc-
tion of new securityarchitectures[8] for Java hasallowed
for digital signatureverificationandresourceaccesscontrol
throughthe Permissionsframework, but suffers from lack
of specificity. A more expressive andfine-grainedmech-
anismwhich canbe customizedto a user’s securityneeds
andis flexible enoughto respondto securityholesasthey



arediscovered,is needed.
Thegoalof our work is to developmethodsfor enforc-

ing foreign bytecodeproperties,in a mannerthat may be
customizedeasily. In this paper, we proposea technique,
calledbytecodeinstrumentation, throughwhich we impose
restrictionson bytecodeby insertingadditionalinstructions
that will performthe necessaryrun-time tests. Thesead-
ditional instructionsmay monitor andcontrol resourceus-
ageas well as limit codefunctionality. This approachis
essentiallya form of softwarefault isolation[24], tailored
to the file structureand commandsof the Java language.
Our techniquefalls into two parts:class-level modification
andmethod-levelmodification.Class-level modificationin-
volves substitutingreferencesto a classby anotherclass
subclassedfrom it. As this methodemploys inheritance,
it cannotbeappliedto final classesandinterfaces.In these
cases,method-level modification,which maybeappliedon
amethod-by-methodbasiswithoutregardto classhierarchy
restrictions,enforcesthe safebehavior that we hopefrom
foreigncode.

We have implementedthesetechniqueswithin two con-
texts,eachof which hasa differentbytecodedelivery path.
For thecaseof Java appletstransportedvia theHTTP pro-
tocol, instrumentationis doneby anetwork proxy, which in
additioncanalso function asa GUI-customizablefirewall
to specificsites,Java classes,and taggedadvertisements.
For Jini serviceproxies,for which thereareonly transport
interfacesbut no specifictransportmechanisms,we chose
to modify thebytecodeat theclient’s ClassLoaderend,be-
fore its execution. Figures5 and6 summarizethe system
architecturefor thesetwo cases.

The rest of the paperis organizedas follows. Section
2 gives examplesof mobile code risks which cannotbe
checked within the scopeof the currentJava verifier and
securitymodel,anddiscussesthe extent of our technique.
The bytecodeinstrumentationtechniqueitself is presented
in Section3. Section4 explainshow themobilecodetrans-
port frameworks for Java appletsandJini proxiesareaug-
mentedto instrumentthecomponentbytecodes.Section5
presentsexamplesof the techniquespresentedin Section
3, with oneillustrative examplefor eachof class-level and
method-level modification.We make comparisonswith ex-
istingwork in Section6, andconcludein Section7.

2. Mobile CodeRisks

We prefaceour techniquesfor enforcingJava bytecode
propertiesby examplesof harmfulbehavior to illustratethe
risk associatedwith untrustedmobilecode.While theseat-
tackshavebeenaroundfor awhile, recentinterestin peerto
peercomputinghasaddedvalueto individual machinecy-
cles,andonemaypresume,incentive to deploying mobile
codeattacks.

The categorisationsbelow shouldbe taken only as in-
dicative, andnot exhaustive. We situatethe extent of our
techniquesw.r.t. the variouskinds of attackthreatsposed
by mobilecode;Section5 presentsmoredetail for specific
examples.

2.1. Denial of Service

ThecurrentJava securitymodelprovidesa Permissions
framework to specify the host resourcesthat mobile code
may access.However, the extent of useis not monitored,
andcodewhich haslegitimateusefor a certainresource,
say the screen,or the audio driver, may abusethis privi-
lege. Thesystemmayberendereduselessby greedytech-
niques:monopolizingandstealingCPUtime, grabbingall
availablesystemmemory, or starvingotherthreadsandsys-
tem processes.Many variantson this themeexist, a com-
mon schemeis for the foreign codeto spawn a “resource
consuming”thread.Therunawaythreadredefinesitsstop
methodto executea loop andeffectsan“infinite access”to
theresource,which mayresultin annoying to crippling be-
havior, for examplethroughscreenflooding. Oftena com-
pletebrowseror systemshutdown becomestheonly viable
option.

Sincethe safetyof Java runtimesystemmay be threat-
enedby inordinatesystemresourceuse,it is usefulto have
somemechanismto monitorandcontrolresourceusage.

2.2. Inf ormation Leaks

An appletmaysubvert its constrainedchannelsof infor-
mationflow throughvariousmeans.A possiblethird-party
channelis available with the URL redirect feature. Nor-
mally, anappletmay instructthebrowserto loadany page
on the web. An attacker’s server could recordthe URL as
amessage,thenredirectthebrowserto theoriginaldestina-
tion [5]. Anotherscenarioexploitstheability of anappletto
sendout emailmessages[10]. If thewebserver is running
an SMTP mail daemon,a hostile appletmay forge email
afterconnectingto port 25.

Time-delayedaccessto filesalsocanbeusedasa covert
channel[19]. Specifically, if mobilecodefragment

�
, with

accessto privateinformation is prohibitedfrom accessing
the net, information can still be sentout by anothermo-
bile codefragment � , which sharesa file with

�
. Inter-

codecommunicationvia storagechannelsmaybedetected
by systemlogs,but thesearehardto analyzein realtime.

It is generallyacceptedthat theoreticallyfeasiblecovert
channelslike refreshinga pageat uneventime intervals to
transmit a sequenceof bits, are hard to detect. We ig-
noresucharbitraryandunpredictableinformationchannels,
while usingour techniquesto plugmoretractablepathways
asin thecaseof emailforgery.



2.3. Spoofing

In a spoofingattack, an attacker createsa misleading
context in orderto trick auserinto makinganinappropriate
security-relevant decision[7]. For example,someapplets
displayURLs asthemousenavigatesover variouscompo-
nentsof awebpage,likeagraphicor alink. By convention,
theURL is shown in aspecificpositiononthestatusline. If
anappletdisplaysa fake URL, theusermaybemisledinto
connectingto apotentiallyhazardouswebsite.It isalsopos-
sibleto abuseweaknessesin mobilecode-fetchconventions
to spooftherealplaceof origin of a codefragment,laying
client-sidesecuritypoliciesregardingnetwork connections
to naught.

Bytecode instrumentation is an effective technique
againstwell-specifiedattacks,which includedenialof ser-
vice and information leaksvia specificpathways. In this
sense,its scopeis monotonic;newly discoveredattackspec-
ificationscanbeaddedto aclient’spolicy filesandany addi-
tionalbytecodesthatmatchthemcanbeinstrumentedto en-
forcesafetyproperties.Thereadermaylike to think of this
in virus checkingterms,wherethe safetynet widenswith
additionof new entriesin the virus signaturefiles. Byte-
codeinstrumentationthusallows for content-basedprotec-
tion,sincethemodificationis afunctionof thebytecodeand
theclient’ssafetypolicy.

We now moveon to thetechnicaldetailsof our scheme.

3. BytecodeInstrumentation

Our goal is to designa safetymechanismfor Java byte-
codethatextendsthesignaturebasedsecuritymanagerwith
user-controlledcontent-basedcontrol. The basicideais to
restrictbytecodeby theinsertionof sentinelcode. In theex-
ampleswehaveimplementedandtested,sentinelcodemay
monitor andcontrol resourceusageaswell as limit func-
tionality. This approachis a form of software fault isola-
tion [24], adaptedto the specificstructureandrepresenta-
tion of Java bytecodeprograms.

Our safetymechanismsubstitutesoneexecutableentity,
suchasa classor a method,with a relatedexecutableen-
tity thatperformsadditionalrun-timetests.For instance,a
classsuchasWindow canbereplacedwith a morerestric-
tiveclassSafe$Window thatperformsadditionalsecurity
andsanitychecks.This replacementmustoccurbeforethe
transportedbytecodeis loadedwithin theJVM of theclient,
andwe achieve this at differentpointsin thetransportpath
in our experimentswith Java appletsandJini proxies(see
Section4). Notethatwe will usetheprefixSafe$ to indi-
catea safeclass.

Thefollowing sectionsexplainhow modifiedexecutable
entitiesare insertedin Java bytecode. The modifications

maybeperformedat thelevel of theclassor themethod,by
modifying theconstantpool to replacereferencesto substi-
tutedentitiesby their safesubstitutes.

3.1. Class-level Modification

A classsuchasWindow canbereplacedwith asubclass
of Window (saySafe$Window) thatrestrictsresourceus-
ageandfunctionality. For example,Safe$Window’scon-
structorcanlimit thenumberof windows thatcanbeopen
at onetime, by calling Window’s constructor, andraising
an exception when the numberof windows openedcur-
rently (storedasa privatevariablein the method)exceeds
thelimit. SinceSafe$Window is definedto bea subclass
of Window, theappletshouldnotnoticethechange,unless
it attemptsto createwindowsexceedingthelimit.

This class substitution is done by merely substitut-
ing referencesto classWindow with referencesto class
Safe$Window. When Safe$Window is a subtypeof
Window, typeSafe$Window canbeusedanywheretype
Window is expected.

In Java, all referencesto strings, classes,fields, and
methodsare throughindicesinto the constantpool of the
classfile [16]. Therefore,it is theconstantpool thatshould
be modified in a Java classfile. More specifically, two
entriesare usedto representa classin the constantpool.
A constantpool entry taggedasCONSTANT Classrepre-
sentsa classwhile referencinga CONSTANT Uft8 entry
for a UTF-8 string representinga fully qualified nameof
theclass,asin figure1.

If we replacea classnameof a CONSTANT Uft8 en-
try, Window, with a new class name,Safe$Window,
the CONSTANT Classentry will representthe new class,
Safe$Window, asshown in figure2.

Substitutinga classrequiresjust onemodificationof a
constantpool entry representinga classnamestring. This
is straightforwardsincea subclassmayappearanywherea
superclassisusedwithoutany modificationsto theprogram.
However, thisapproachcannotbeappliedto a final classor
aninterfaceclass.

3.2. Method-level Modification

In class-level modification,thebasicideais to substitute
a potentiallyharmfulmethod(for example,thosethatpro-
vide directaccessto systemresources)with a saferversion
that provides for customizedcontrol. Unlike class-level
modification,however, thereis no relationshipbetweenthe
two methods.Thisprovidesmoreflexibility in thatit canbe
usedevenwhenthe methodis final or is accessedthrough
aninterface,but requiresmoremodificationsthana simple
substitutionof methods.



class name index

class name

CONSTANT_Class entry

CONSTANT_Utf8 entry

CONSTANT POOL

Figure 1. Class references in the constant pool

101
11

101

101
11

101
java/awt/Window Safe$Window

AfterBefore

Figure 2. Modfying class references

Beforegetting into the generalmechanism,let us con-
sidera field anda methoddescriptorwithin the Java class
file format. The field descriptorrepresentsthe type of a
classor instancevariable.For example,thedescriptorof an
int instancevariableis simplyI. Table1 showsthemean-
ing of somefield descriptors.

Descriptor Type
C character
I integer
Z boolean

L � classname� ; aninstanceof theclass

Table 1. The meaning of the field & method
descriptor s

The Method descriptorrepresentsthe parametersthat
themethodtakesandthevaluethat it returns.A parameter
descriptorrepresentszeroor morefield types,anda return
descriptora field type or V. The characterV indicatesthat
the method returns no value(void). For example, the
methoddescriptorfor themethod

void setPriority (Thread t, int i)
is

(Ljava/lang/Thread;I)V

We will describe an instance method in the form
� ClassName.MethodNameAndType� andan class(static)
methodin theform � ClassName:MethodNameAndType� ,

to distinguishthem,thoughthey arenotdistinguishedin the
constantpool.

A methodsuchasThread.setPriority(I)V can
be replacedwith a saferversion,say Safe$Thread:-
setPriority(Ljava/lang/Thread;I)V, which
doesnot allow threadsspawned by mobile code to have
higher priority than a user-specifiedupper limit defined
in classSafe$Thread. The new safeguardingmethod
takes priority of type integer as one of the arguments,
and comparesit with its upper limit. If the argumentis
higher, the argumentis set to the upperlimit. Eventually,
the new methodinvokesThread.setPriority(I)V
with theverifiedargument.Sincethenew methodinvokes
an instancemethodmentionedbefore, a referenceto an
instanceof classThread should be passedto the new
method.

3.2.1 Method ReferenceModification

It is more difficult to representa method than a class;
consequentlythe bytecode modification procedure for
methods is more involved. A constant pool entry
tagged as CONSTANT Methodref representsa method
of a class(astatic method)or of a class instance(anin-
stance method). The CONSTANT Class entry repre-
senting the class of which the method is a member
and the CONSTANT NameAndType entry representing
the name and descriptor of the method are referenced
by CONSTANT Methodref. In our example, the CON-
STANT Classentry and the CONSTANT NameAndType



entry referencethe CONSTANT Uft8 entries represent-
ingjava/lang/Thread.setPriorityand(I)V, re-
spectively.

Sincea new classappears,we shouldadda new CON-
STANT Uft8 entry representinga new classnamestring,
Safe$Thread, andanothernew CONSTANT Classen-
try referencing the new CONSTANT Uft8 entry, and
then modify the CONSTANT Methodref entry to re-
fer to the new CONSTANT Class entry instead of an
old CONSTANT Classentry (which representsthe class
java/lang/Thread.) Since a method descriptor
changes,we also need to add a CONSTANT Uft8 en-
try representinga symbolicnamefor the new methodde-
scriptor, (Ljava/lang/Thread;I)V, and then mod-
ify the CONSTANT NameAndType entry to refer to the
new CONSTANT Uft8 entry for the method descrip-
tor. Now the CONSTANT Methodref entry represents
a new method, Safe$Thread:setPriority(Lja-
va/lang/Thread;I)V, asshown in figure3.

3.2.2 Method InvocationModification

Among various Java Virtual Machine instructions im-
plementing method invocations, we are interested in
invokevirtual for an instance method invocation
and invokestatic for a class(static)method invoca-
tion. Both instructions require an index to a CON-
STANT Methodref constantpool entry, but they require
slightly different environments. The instancemethodin-
vocationis set up by first pushinga reference,to the in-
stancewhich the method belongs to, onto the operand
stack. The method invocation’s arguments are then
pushedonto the stack. The contentsof the stack at
this point (the environment), which include the refer-
ence to the method and the operandstack of the call
to Thread.setPriority(I)V, is shown in Figure
4(a). The class method invocation requires an en-
vironment much like that of the instance method in-
vocation, except that a reference to the instance is
not pushed onto the operand stack. The environ-
mentof a call to Safe$Thread:setPriority(Lja-
va/lang/Thread;I)V is shown in Figure4(b).

A visualcomparisonof thetwo methodinvocationenvi-
ronmentsin figure 4 makesthe modificationrequiredvery
clear. The contentsof the operandstacksare the same,
thoughan instructionfor methodinvocationchangesfrom
invokevirtual to invokestatic.

The distinct natureof methodsand classes,and their
distinct representationin bytecodethus leadsto different
mechanismsfor theirrespectivemodification.Method-level
modificationrequiresa changein bytecodesin additionto
somemodificationsin the constantpool, whereasclass-
level modificationrequiresonly onechangein theconstant

pool. Thedifferencein thecostsof theseoperationsis made
up by the differencein the applicability of the schemes;
method-level modificationsprovide finer-grainedcontrol,
andaretheonly choicefor final classesandinterfaces.

4. Application Frameworks

Our experimentswith bytecodetransferand untrusted
codeexecutionwerecarriedout in the context of Java ap-
pletsandJini serviceproxies. While the sameinstrumen-
tationmechanismsapply in bothcases(and,in general,for
arbitrarybytecode),thetransportmechanismis modifiedat
differentpoints.In thefollowing,wereferto thecodewhich
carriesout thebytecodeinstrumentationasthebytecodefil-
ter.

4.1. Java Applets

Theubiquity of Java appletsandtheir usefulnesscomes
at the price of an increasedsecurity risk owing to unin-
tentionalexecutionof maliciousmobile codeduring web
browsing.

Therearetwo obviouswaysof insertingaJavabytecode
filter into the network and browserarchitecture.One ap-
proachwould beto modify theclassloaderof theJava vir-
tual machineusedby the browser. The otheris to capture
andmodify Java bytecodebeforeit entersthebrowser. The
latter providesan easierexperimentalframework, sincea
usercaneasilyconfigurehis or her browserto obtainweb
contentthroughapieceof softwarecalleda network proxy.
This can be doneby a simple modificationto a standard
browserdialogbox. In contrast,modifying theclassloader
of theJava virtual machinerequiresinstallationof special-
purposecodein every browser. Moreover, usinga standard
proxy interfaceallows us to install a Java-based“security-
tuner” interfacein every browser, which allows theuserto
specify their securityconstraints. Thus a proxy interface
providesasimple,customizableandflexible framework for
developingandtestingJava bytecodefilters.

The basicarchitectureof our systemis shown in Fig-
ure5. Whenthewebbrowserrequestsawebpageor applet,
thisrequestgoesthroughthenetwork proxy. Theproxyfor-
wardstherequestto thewebserverandreceivesthedesired
displayor executablecontent.Whenthewebserversendsa
Java applet,theproxy will passtheappletcodeto thebyte-
codefilter. The bytecodefilter will examinethe bytecode
for potentialrisksandmodify thebytecodebeforesending
thecodefor executionto thewebbrowser. In this way, the
webbrowseronly receivesbytecodethathasbeenscreened.
Theproxyalsohasaccessto arepositoryof Javaclasses,in-
cludingsecuresafeclassesthatcanbesubstitutedfor stan-
dard library classesandimplementationsof user-interface
methods.Theuserinterface,written in Java andrun asan



11 31

121111

(I)V

setPriority

101

101

111

31
21

java/lang/Thread101

setPriority

(I)V121

Safe$Thread

201

(Ljava/lang/Thread;I)V

31

21

101

111

121

203

202

201

111

11

11

20331

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

java/lang/Thread

202

CONSTANT_Class

CONSTANT_NameAndType

CONSTANT_Methodref

CONSTANT_Utf8

CONSTANT_Utf8

CONSTANT_Utf8

entry

entry

entry

CONSTANT_Class

CONSTANT_Methodref

CONSTANT_NameAndType

CONSTANT_Utf8

CONSTANT_Utf8

CONSTANT_Utf8

CONSTANT_Utf8

CONSTANT_Utf8

CONSTANT_Class

entry

entry

entry

entry

entry

entry

entry

entry

entry

(a) reference to

(b) reference to

Thread.setPriority(I)V

Safe$Thread.setPriority(Ljava/lang/Thread;I)V

entry

entry

entry

Figure 3. Modifying method reference



Itop push instance Ljava/lang/Thread;

Ljava/lang/Thread; push argument  I

top

 Operand Stack

 Operand Stack

I

Ljava/lang/Thread; push argument  I

invokevirtual

push instance Ljava/lang/Thread;

invokestatic

(argument)

(argument)

(argument)

(instance)

#21

#21

(b) Class method invocation of

(a) Instance method invocation of Thread.setPriority(I)V

Safe$Thread.setPriority(Ljava/lang/Thread;I)V

Figure 4. Modifying envir onments of method invocations

appletundercontrolof thebrowser, allows theuserto cus-
tomizethesecuritychecksperformedby theproxy andfil-
ter duringa websession,without stoppingor restartingthe
browseror Java virtual machinerunning undercontrol of
thebrowser.

4.2. Jini Proxies

TheJini architectureandapplicationprograminterfaces
provide a convenientandrelatively generalframework for
dynamic discovery and configurationof distributed ser-
vices.AlthoughJini is designedto supportdynamicfedera-
tion, thesecurityaspectsof Jini areextremelylimited. The
proliferationof networkedsmall devicesandthe availabil-
ity of leanJVMsmakesJini anobvioustargetfor attacksin
sucha distributedsystem.We describethebasicJini mech-
anismsbelow, anddemonstratetheuseof our techniquesto
ensuresafetyin this framework.

4.2.1 Protocols

The Jini API extendsthe Java environmentfrom a single
virtual machineto a network of machines. In general,a
Jini systemcontainsa setof serviceseachof which offers
somefunctionalityto any memberof a federation.Theini-
tial handshakebetweentheclientsandtheservicesis facil-
itatedby lookupservices. The locationandinstallationof
servicesvia this lookupmechanisminvolvesnetwork trans-
ferof Javabytecode.Specifically, if aprocessonmachineA

wishesto communicatewith a processon machineB, then
machineA installsa surrogatestubobject that communi-
cateswith acorrespondingobjectonmachineB throughre-
motemethodinvocation.Thissurrogatestubobjectiscalled
a proxy. If theobjecton machineB providesa lookupser-
vice, thenthestubobjectinstalledon machineA is calleda
lookupproxy. If theobjectonmachineB providesageneral
distributedservice,thenthestubobjectinstalledonmachine
A is calledaserviceproxy.

A Jini client obtainsa lookupproxy anda serviceproxy
throughthefollowing steps:

Discovery The client broadcastsa requestfor a lookup
service. The lookup servicerespondswith a lookup
proxy. This stub object (proxy) allows the client to
make furtherqueriesof thelookupservice.

Query The client queriesthe lookup servicefor a service
with specificattributes. The lookup serviceresponds
with a list of servicesandsuppliesa list of attributes
associatedwith eachservice.v

Selection Theclient requestsandreceivesa serviceproxy
for a specificservice.Theresultof selectionmaybea
signedor unsignedjar (javaarchive)file.

Thefirst phase,usedin discovery, involvescommunication
with asubnetor multicastgroup,in orderto locatea lookup
service. In the secondphase,which includesquery and
selection,the agentcommunicateswith the lookupservice
througha lookupproxy thatwasobtainedin thediscovery
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phase.While standardJini usesremotemethodinvocation,
other forms of communicationcould conceivably be sub-
stituted.Sincethe agentmustinstall andexecutea lookup
proxy(interfaceor driver),theagentis susceptibleto errors
or attacksresultingfrom corruptedor maliciousproxycode.
In thethird phase,theagentinterfaceswith theinstalledser-
vice througha serviceproxy. Again,standardJini relieson
remotemethodinvocation,but if the serviceis distributed,
thenothercommunicationmechanismscould be appropri-
ate. As with installationof the lookup proxy, the agentis
againsubjectto risks associatedwith executionof service
proxycodereceivedover thenetwork.

4.2.2 Security

The current Jini securitymodel is simply the Java secu-
rity model. The final jar file received as the resultof se-
lection may be signed. The client Java securitymanager
maybeconfiguredto provideeachlookupproxy or service
proxy with specificaccessrights, accordingto the signing
key usedin creationof the jar file. This provides some
protection,but suffers from the familiar shortcomingsof
signature-basedsecurity. Specifically, authenticatedcode
may have unintentionalsafety loopholes,which are only
adequatelyaddressedby acontent-basedprotectionmecha-
nism. Instrumentingtheproxy bytecodeat theclient’s end,
beforeit is loadedby the classloaderfor execution,pro-
videsfor client-specifiedsafebehavior.

Figure6 illustratestheaugmentedJini architecture.Note
thatspecifickindsof bytecodefiltering maybeappropriate
for Jini. For example,if Jini serviceproxies(consistingof
javabytecode)arenotexpectedto containloops,thenfilter-
ing canbeusedto detectthis andpreventlooping.Another
desirablepropertymight bethat theproxy only engagesin
secureauthenticatednetwork connectionswith the service
it camefrom, andthe codemay be filtered to requirethis.
Otherclientandservicespecifictestsmaybeperformedby
instrumentingtheproxywith sentinelcode,whichperforms
therequiredcodeanalysisprior to executionof theoriginal
code.Jini-specificfiltering canbeachievedeitherby writ-
ing appropriateconfigurationfiles for our existing filter, or
extendingthefilter implementation.

The secondpieceof the augmentedJini infrastructure
is an interceptionmechanismfor proxy bytecode.As de-
scribedabove, for Java appletsthis wasachievedby using
a network proxy that interceptedhttp communication.For
Jini, this mustnow bedoneusinga network proxy or some
other mechanismthat hasaccessto argumentsand return
valuesof Java RMI calls.

4.2.3 BytecodeInter ception

TheJini specificationonly requirestheprotocolsdescribed
above to be basedon TCP and UDP transportand ob-

ject serialization,and implementationsare free to choose
a communicationmechanism.In particular, the specifica-
tion makesno particularreferenceto the RMI registry or
wire protocols. The only requirementis that Jini inter-
facespreserve the RMI remoteinterfacesemantics,which
meansthatthey needto only declareRemoteException
on its methods.This makesthe job of identifying a well-
known, constantpathof remote-classdelivery ratherdiffi-
cult. WenotethoughthatmostJini communitiesof services
andclientsactuallyuseRMI, onaccountof it beingusedin
Sun’sdefault implementation.

We focus on the relevant parts of the Jini discov-
ery protocol. After the lookup server is found, it sends
to the client an object implementingthe net.jini.-
core.lookup.ServiceRegistrar interface. This
is done in the last phase of the discovery protocol,
via a java.rmi.MarshalledObject. This Ser-
viceRegistrar objectis thelookupproxy, andwill re-
ceiveall serviceproxieson theclientsbehalf.Accordingly,
therearethreeplaceswhereonecouldintercepttheservice
proxybytecode:

� during transportfrom the lookupserver to the lookup
serviceproxy,

� within the ServiceRegistrar before the serial-
izedobjectis reconstructed,and

� within theServiceRegistrar afterobjectrecon-
struction.

The lack of a commonwire protocol makes it infeasible
to intercepttheserviceobjectalongthenetwork path,thus
we intercepttheobjectbytecodein theServiceRegis-
trar. This is bestdonebeforethe serializedobjectis re-
constructed,sincemodifyingthebytecodeof anobjectafter
reconstructionpresentsproblems.For example,it is diffi-
cult to maintainthestateof theobject.

In Java, in order to load a class into the JVM exe-
cution, oneneedsa java.lang.ClassLoader object
which doesthe actualloadingvia the protectedfinal de-
fineClassmethod.Loadingaclassin theJVM proceeds
asfollows. If theclassnameis referencedimplicitly during
the codeexecution,the JVM tries to locatein its internal
runtimetableaclasswith suchname,thatwasloadedby the
sameClassLoaderwhich loadedtheclassmakingtherefer-
ence. If thereis no suchclass,the JVM calls the method
loadClass() on theClassLoader which loadedthe
classmakingthe reference.This methodfirst tries to del-
egatethe loadingof theclassto its parentClassLoader
by calling its loadClass(), and so forth, up until the
bootstrap.If all parentsfail to locatethe class(not previ-
ouslyloadedby them,andunableto find its .classfile), then
loadClass() callsfindClass() in the ClassLoader
that initiatedtheloadingprocess.If findClass findsthe



.classfile, it loadsit into a byte array, and then calls the
final, protectedmethoddefineClass. If findClass
fails to locatetheclass,it throwsaClassNotFoundEx-
ception. In the Java API, there is only one network-
aware ClassLoader, java.net.URLClassLoader. Note also
thatjava.rmi.server.RMIClassLoader reliesin-
ternallyon asubclassof URLClassLoader.

This leads us to two possible ways of intercepting
serviceobjects. The first oneis to assumethat the classes
for the downloadedserviceobjectswill always be loaded
into the JVM by using either the URLClassLoader or
the RMIClassLoader, and then replaceall references
to java.net.URLClassLoader with our exten-
sion of it, jinifilter.SafeURLClassLoader.
The second one is to replace all calls to java.-
lang.ClassLoader.defineClass() with
the static jinifilter.SafeClassLoader.-
defineClass(). In our current implementation,we
choseto assumethattheclassesfor thedownloadedservice
objectswill alwaysbeloadedinto theJVM by usingeither
theURLClassLoader or theRMIClassLoader. Note
that this is not restrictive, sinceclasseson thedisk maybe
referencedusingthefile:// protocol.

In summary, ouraugmentedJini framework for bytecode
instrumentationworksasfollows.A Jini serviceregistersits
proxy with a lookupserviceduringtheprocessof register-
ing with it. Thediscoveryandselectionof this serviceby a
clientresultsin aserializedobjectform of theserviceproxy
beingsentto the client. The modified classloaderat the
client invokesthebytecodefilter, which instrumentsclasses
andmethodsin theserviceproxy so thatsafeclassesfrom
the safeclasslibrary areusedin placeof standardclasses.
This allows usto tracefile andnetwork access,preventde-
nial of serviceattacksby limiting useof specifiedresources,
andinstrumentbytecodesfor otherprofiling efforts. In our
experimentswe have found it straightforward to construct
safeclassesfor thesepurposes.

5. Examples

We presentanexampleeachof class-level andmethod-
level modificationin thecontext of containingbytecodebe-
havior.

5.1. Resourceabuse(Screen)

As mentionedin Section3, foreign codecancrashthe
systemby creatingmore windows than a certainsystem-
dependentlimit. To protectagainstthisresource-hogattack,
thesafetymechanismshouldkeeptrackof thewindow cre-
ationprocess.

SincetheJavalibrary classFrame handlesanoptionally
resizabletop-level window, theattackmaybecontainedby
restrictingthenumberof timesmobilecodecaninvoke the
window constructormethod.

SinceFrame is inheritable, this may be achieved by
replacingall referencesto the Frame classby references
to a safe class subclassedfrom it, say Safe$Frame.
Safe$Frame creates windows using the constructor
methodsof Frame, while keepingtrack of the numberof
windowsalreadyopen.

public class SafeFrame extends Frame {
private static int numOfFrames = 0;
public SafeFrame (String title){
super(title);
if(numOfFrames < FRAMEMAX)

numOfFrames++;
else {

numOfFrames = 0;
throw new AWTError

("Number of Window Frames
exceeded");

}
}

};

As thecodefragmentshows,Safe$Frame guardsthe
creationof a new window with a checkagainstthecurrent
valueof numofFrames, the numberof framescurrently
open.SincereferencestoFrame aresubstitutedwith refer-
encesto Safe$Frame beforebytecodeexecution,theap-
plet wont notice any changeuntil it tries to exceedthese
resourcelimits.

This techniquecanclearlybeextendedinto a full-blown
tunableresourcemonitor, customizableto aclient’ssecurity
needs.Safeguardingagainstresourceabusehasa common
template:

1. Identify theJavaclasseswhichcontroltheresourcewe
areinterestedin monitoring.

2. Subclassthis resourceclass(assumingit is not final)
to createasafeversionof theoriginalclass,whichhas
provisionsfor userdefinedchecks.

3. Invokethebytecodefilter ontheresourceclass,sothat
all referencesto the original classare replacedwith
referencesto thenew (safe)subclass.

Note that carryingout the bytecodemodificationin a net-
work proxy insteadof thebrowserallows many diversese-
curity policiesto bemanagedby a singleproxy.

5.2. Compromiseof Privacy

An appletis able to disclosethe user’s confidentialin-
formationthroughemail,while its webserver is runningan



SMTPmail daemon.To get rid of this covert channel,the
appletshouldnot beableto connectto port 25 on theweb
server.

A Java library class,Socket, implementsa socket for
interprocesscommunicationover the network. The con-
structor methodscreatethe socket and connectit to the
specifiedhostandport. Sincewe want to put restrictions
ontheconstructormethods,weshouldfamiliarizeourselves
with how they areimplementedin JavaVirtual Machine.

Java Virtual Machineclassinstancesare createdusing
the JVM’s new instruction. Once the classinstancehas
beencreatedandits instancevariableshavebeeninitialized
to their default values,an instanceinitialization methodof
thenew classinstance(� init � ) is invoked.At thelevelof
theJVM, aconstructorappearsasamethodwith thespecial
compiler-suppliedname� init � . For example:

Socket create() �
return new Socket(host name,

port number);�

compilesto
0 new #1 Classjava.net.Socket
3 dup
4 getfield Field this.host name

java.lang.String
7 getfield Field this.port number I
10 invokespecial#4 Method

java.net.Socket.<init>
Ljava/lang/String;I)V

13 areturn

The JVM instruction invokespecial invokes in-
stancemethodsrequiringspecialhandling,suchassuper-
class,private,andinstanceinitializationmethods.

SinceSocket is afinal classin thebrowser, wereplace
the constructormethodsvia method-level modification.
Oursafemethod,Safe$Socket:init, canmonitorand
control every socket connection. Safe$Socket:init
establishesthe socket connection upon every request
excluding a request to port 25, and returns a new
socket object. Safe$Socket:init takes the same
argument type as whatever the constructor of Soc-
ket takes, but a different return type since it re-
turns the new socket object. So references to
Socket.<init>(Ljava/lang/String;I)Varere-
placedwith referencesto Safe$Socket:init(Lja-
va/lang/String;I)Ljava/net/Socket;.

Since Safe$Socket:init is a static method,
we substitute replace invokespecial with in-
vokestatic. In addition,weshouldremoveasocketob-
ject createdby new from the stack,sincethe new method
returnsa socket object. Themodifiedbytecodesareasfol-
lows:

0 new #1 Classjava.net.Socket
3 pop
4 getfield Field this.host name

java.lang.String
7 getfield Field this.port number I
10 invokestatic #4 MethodSafe$Socket.<init>

(Ljava/lang/String:I)
Ljava/lang/Socket;

13 areturn

5.3 Client SafetyPolicies

Our exampleprototypesusea simple safetyspecifica-
tion languagewhich is usedby the filter to determinethe
user’s requirements.Thesemaybeexpressedeitheraslists
of classesandmethodsthatneedto bemodified,or through
a GUI which recordsthe “safe” rangesof resourceusage
for many commonlyaccessedsystemresources(screen,au-
dio, network connections,threads,etc.). In termsof the
safetyspecificationlanguage,theseprovide for a conjunc-
tion of resourceboundconditions.We arestudyingpolicy
languageswhich allow for the expressionof other logical
constructs,for example,XOR. A client mayspecifythata
pieceof codeopensa network connectionor readsafile on
the local disk, but not do both. Othertemporalconstraints
which ensurethe privacy of the client from mobile code
alsoseemusefulto capturewithin asafetyspecificationlan-
guage.Givena particularspecificationlanguage,bytecode
instrumentationallows us to bootstrapmobile code with
sentinelcodewhich checksfor policy compliancebefore
thecodeis executed.

6. RelatedWork

Therearethreegeneralapproacheswhichhavebeenpro-
posedfor the safeexecutionof mobile code. On oneend
of thespectrumaredigital signaturebasedschemes,which
associatetrust in codewith the ability to authenticatethe
signatureprovided with it. For example,digital signature
mechanismsin theJava CryptoAPI enablea userto down-
load appletswritten only by known (andtrusted)authors.
While signedcodeprovidesagreaterdegreeof comfort,the
confidencein its safety is basedon our knowledgeof its
author, andnot on its content.

On the otherendof spectrumareformal-methodbased
approacheswhichguaranteethatmobilecodemeetscertain
specifications.Languagesemanticscanbeusedto enforce
safetyby guaranteeingthataprogramcan’t affect resources
that it can’t name[3]. However, suchsemanticsshouldbe
extendedto includethe exact conditionsandrequirements
thatasecurityprotocolshouldsatisfy, suchasresourcecon-
sumptionor informationaboutcommunication.Neculaand
Leeintroducedproof-carryingcode[20], wherethemobile
codecarriesa proof that it complieswith certaininvariants



or requirements.While suchaschemegreatlyincreasesthe
confidenceplacedin mobilecodeenvironments,theexces-
sive overheadinvolvedwith thecreationof proofs,andthe
difficulty of formally specifyingsecurityconcernsrenders
thesemethodssomewhatimpractical.

Lucco,etal., introducedsoftware fault isolation[24] for
transforminguntrustedmobilecodesothatit cannotescape
its fault domain.They showedthatmemoryaccessescould
beencapsulatedwith a5-30%slowdown. Theoriginal Java
sandboxsecuritymodelprohibiteduntrustedappletsfrom
usingany sensitive systemservice,but the sandboxmodel
turnedout to becompromisedevenwith smallimplementa-
tion errors[5]. Theseobservationswerefollowedby some
efforts to try and prevent untrustedappletsfrom getting
into a local machine.Malkhi et al., proposedthe concept
of a playground [17] for executinguntrustedmobile code
on a remoteprotecteddomain(machine),while using the
user’sbrowserasanI/O terminal.TheSecureInternetPro-
gramminggroupatPrincetonproposedaJavaFilter [2] for
preventinguntrustedappletsfrom enteringtheuser’s com-
puter;ausercoulddownloadJavaappletsonly from trusted
servers using the Java Filter. Another approachis to use
firewallsto filter outall outsideapplets[18], while allowing
trustedinternalappletsto run.

Our approachis relatedto softwarefault isolation. We
transformappletsthrough bytecodeinstrumentaion, such
thatthey effectivelyexecutein anenvironmentwith guarded
accessto security-sensitive objects and methods. Such
content-basedsecurityprovidesa middle groundbetween
the complexity of formal methodsapproachesandthe all-
or-nothing paradigmof signaturebasedsecurity. We be-
lieve that bytecodeinstrumentationis a practicalmeansof
achieving specific security ends,and complementsother
techniquesfor raisingtrustin mobilecode.

We briefly summarizeother approachesto modifying
bytecode. The Princetongroup modified the browser’s
AppletClassLoader such that it could employ the
Java Filter. Malkhi et al., substitutedthe namesof AWT
classeswith thenamesof remoteversionsof corresponding
AWT classes,by symbolic manipulation. BIT [15] and
JTrek [28] provideJava librariesfor modifyingJavaclasses
at link-time. TheBIT framework allows theinsertionof a
new methodinvocation,but doesn’t allow the replacement
of removal of methodcalls.TheJTrek classlibrary enables
developersto adda new methodinvocation,andto get the
valueof a variablefor modifying andmonitoringtheactiv-
ity of a Java class. BCA [11] andJOIE [4] aretools for
rewriting Java bytecodesat load-time.TheBCA systemal-
lows Java classcomponentsto beadaptedandtransformed
at the Java classfile format level, by addinga methodto a
classandperformingsymbolicmanipulations,without any
operationsat the bytecodeinstruction level. The JOIE
toolkit enablesmodifiesbytecodeat loadtime,usingauser-

extensibleclassloader. In contrastto our proxy approach,
the JOIE toolkit is dependenton current versionsof the
classjava.lang.ClassLoader.

In general,the idea of modifying executablesis not a
new one,andhasappearedin othercontexts. We list some
approachesherefor completeness.Usingmicrocodemodi-
fication, ATUM [1] andMPTRACE [6] generatedataand
instruction tracesand collect them for performing trace-
driven simulationsin the processof architectureevalua-
tion. By modifying a fully-link ed executable,Pixie [29],
Epoxie[25], andQPT[13] recordthesequenceof instruc-
tionsanddatareferencesfor profiling andtracingsystems.
There exist many generalpurposemodification tools for
executables.OM [23] and ATOM [22] are tools running
on Alpha AXP underOSF/1for disassemblingthe binary
into an intermediateform, modifying the intermediatein a
machine-independentway, andtranslatingthemodifiedin-
termediatefrom into the targetbinary format. EEF [14] is
a C++ library runningon SPARC processorsunderSunOS
andSolariswhich providesabstractionsfor analyzingand
modifying executableprogramsin a machine-independent
way. Etch[21] is abinaryrewriting tool for Win32applica-
tionson Intel x86processors.

7. Conclusion

Thispaperpresentedatechniquefor modifyingbytecode
programs,throughwhichusersmaycustomizethebehavior
of foreign java bytecode,andits prototypeimplementation
for protectingagainstcertainkinds of hazardousrun-time
behavior. Our safetysystemtransformsJava appletsand
Jini proxiesthroughbytecodeinstrumentation,in order to
performadditionalsecurityandsanitychecksandprovide
controlover inaccessibleobjects.Wedemonstratedthrough
someexamplesthatbytecodemodificationmayaddressse-
curity concernsregardingdenialof service,email-forging,
URL spoofing,andannoyanceattacks.

The bytecodemodificationtechniquesexplainedin this
paperfall into two categories,class-level modificationand
method-level modification. Class-level modification in-
volves replacingreferencesto one classby referencesto
another. In our examples,we replacedreferencesto stan-
dardlibrary classeswith referencesto our own customized
“safe” subclassesof theseclasses.Class-level modification
involvesrelatively simple manipulationof bytecodesince
symbolic namesof classesare convenientlystoredin the
constantpool. Method-level modificationprovides more
flexibility in that it canbe usedwhen the methodis final
or is accessedthroughaninterface,but requiresmorecom-
plicatedmodificationsof methodreferenceandmethodin-
voking instructions.

Sinceour techniquesaregeneralenoughto be applica-
ble to any Javabytecode,we implementedthesetechniques



within two contexts,eachof whichhasadifferentbytecode
delivery path. In the caseof Java applets,instrumentation
wasdoneby anetwork proxywhereasfor Jini serviceprox-
ies,for which thereareonly transportinterfacesbut nospe-
cific transportmechanisms,we choseto modify the byte-
codeat theclient’s classloaderbeforeits execution.

Ourexperimentssuggestalow performancehit of 5-20%
basedon themixtureof classandmethod-modificationsre-
quired in the bytecode,using publicly available libraries
(JavaClass)to extract information from, and reconstruct
bytecode. Currently, versionsof the proxy exist in Java
and Python, and we are working towards identifying
domain-specificsecurity policies. The design of more
expressive safety specificationlanguagesis an interest-
ing line of further research. We encouragethe readerto
visit http://iswim.stanford.edu/bytecode-instrumentation/ for
acurrentversionof ourwork.

Although we presentedour techniquein the context of
the Java securitymodel,we believe that it certainlyhasa
widerrangeof applicabilitythanthesimplesecurity-related
examplespresentedin this paper. For example,it may be
usefulto explorewaysto utilize thetechniquein otherset-
tings, such as interactingwith normally inaccessibleob-
jects.Wealsobelievethatwith theflexibility of currentJava
securitymodels,suchasdescibedin [8], it maybe fruitful
to usebytecodemodificationto enforcechosenrestrictions
onusageof thesecuritymanager.
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