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Abstract

Mobile codeprovidessignificantopportunitiesandrisks.
Javabytecodas usedto provide executablecontentto web
pages and is the basisfor dynamicserviceconfigu@ation
in the Jini framewvork. While the Java Virtual Machinein-
cludesa bytecodeverifier that chedks bytecodeprograms
befoe execution,and a bytecodanterpreterthat performs
run-time tests,mobile code may still behavein waysthat
are harmfulto usess. We presentedniqueghatinsertrun-
timetestsinto Javacode illustrating themfor Javaapplets
and Jini proxy bytecodes.Thesetechniquesmay be used
to containmobilecodebehavioror, potentially insertcode
appropriate to profiling or other monitoring efforts. The
maintedniquesare classmodificationinvolvingsubclass-
ing non-final classes and method-leel modificationsthat
maybe usedwhencontmol over objectsfromfinal classeds
desied.

1. Intr oduction

Sinceits early beginningsin the Greenproject,the Java
languagdq26] hascomea long way in its applicability and
prevalence. While its initial adoptionwas fuelled by the
ability to add“active content”to web pages Java hasalso
becomea predominansystemandapplicationdevelopment
language providing useful capabilitiesover andabove the
languagefeaturesthrough an extensive set of application
programminginterfaces(APIs). The APIs simplify pro-
grammingby providing a rich setof domain-dependeni
braries,aswell asenablingnewv programmati@andcompu-
tationalparadigms As an example,the Java Cryptography
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API malesit possiblefor applicationgo easilyimplement
securityprotocolsfor their own needswhile the Jini API
providesa specificatiorfor Java bytecodebasedlistributed
programming Oneof thekeysto Java’s succesaindappeal
is its platform independenceachieved by compilation of
sourcecodeto acommonintermediatdormat,namelyJasa
Virtual Machine(JVM) bytecodewhich canthenbeinter
pretedby variousplatforms. The ability to transportbyte-
codebetweenIVMs is mostcommonlyencountereavhile
browsingthenet,andJava’s platformindependencensures
aclient-independergxperience.

Although previous languageimplementationssuch as
PascalandSmalltalksystemshave usedintermediatebyte-
code,the useof bytecodeasa mediumof exchange places
Java bytecodein a new light. A networked computercan
import and executeJava bytecodein ways that are invisi-
ble or partly invisible to the user For example,a user(or
his browser)may executea Java appletembeddeavithin a
pageaspartof theHTTP protocol,or aclientmayexecutea
lookupserviceproxy asit prepareso join aJini community
To protectagainstexecutionof erroneousor intentionally
malicious code, the JVM verifies bytecodepropertiesbe-
fore executionand performsadditionalchecksat run time.
However, thesechecksonly enforcesometype correctness
conditionsandbasicresourceaccessontrol. For example,
thesetestswill not protectagainstarge classeof undesir
able run-time behaior, including denial-of-service com-
promiseof integrity, andlossof sensitve informationfrom
passwerd or creditcardinformationfiles, say Theintroduc-
tion of new securityarchitectureg8] for Java hasallowed
for digital signatureverificationandresourceaccesgontrol
throughthe Permissiondramework, but suffers from lack
of specificity A more expressve and fine-grainedmech-
anismwhich canbe customizedo a users securityneeds
andis flexible enoughto respondto securityholesasthey



arediscovered,is needed.

The goal of our work is to develop methodsfor enforc-
ing foreign bytecodeproperties,in a mannerthat may be
customizecdeasily In this paper we proposea technique,
calledbytecodeanstrumentationthroughwhich we impose
restrictionson bytecodeby insertingadditionalinstructions
thatwill performthe necessaryun-timetests. Thesead-
ditional instructionsmay monitor and control resourceus-
ageaswell aslimit codefunctionality. This approachis
essentiallya form of softwarefault isolation[24], tailored
to the file structureand commandsof the Java language.
Our techniquefalls into two parts: class-level modification
andmethod-leel modification.Class-l@el modificationin-
volves substitutingreferencedo a classby anotherclass
subclassedrom it. As this methodemploys inheritance,
it cannotbe appliedto final classeandinterfaces.n these
casesmethod-leel modification,which may be appliedon
amethod-by-methobasiswithoutregardto classhierarchy
restrictions,enforcesthe safebehaior that we hopefrom
foreigncode.

We have implementedhesetechniqueswithin two con-
texts, eachof which hasa differentbytecodedelivery path.
For the caseof Java appletstransportedsia the HTTP pro-
tocol,instrumentations doneby a network proxy, whichin
addition canalso function as a GUI-customizabldirewall
to specificsites, Java classesand taggedadwertisements.
For Jini serviceproxies,for which thereareonly transport
interfacesbut no specifictransportmechanismswe chose
to modify the bytecodeat the client’s ClassLoadeend, be-
fore its execution. Figures5 and 6 summarizethe system
architecturdor thesetwo cases.

The restof the paperis organizedas follows. Section
2 gives examplesof mobile code risks which cannotbe
checled within the scopeof the currentJava verifier and
securitymodel, and discusseshe extent of our technique.
The bytecodeinstrumentatiortechniqueitself is presented
in Section3. Section4 explainshow the mobile codetrans-
port framaworks for Java appletsand Jini proxiesare aug-
mentedto instrumentthe componenbytecodes.Section5
presentsexamplesof the techniqguespresentedn Section
3, with oneillustrative examplefor eachof class-leel and
method-lerel modification.We make comparisonsvith ex-
istingwork in Section6, andconcludein Section?.

2. Mobile CodeRisks

We prefaceour techniquedor enforcingJava bytecode
propertiesdby examplesof harmfulbehavior to illustratethe
risk associatedvith untrustednobile code.While theseat-
tackshave beenaroundfor awhile, recentinterestin peerto
peercomputinghasaddedvalueto individual machinecy-
cles,andonemay presumejncentie to deplgying mobile
codeattacks.

The catgorisationsbelov shouldbe taken only asin-
dicative, and not exhaustve. We situatethe extent of our
techniquesw.r.t. the variouskinds of attackthreatsposed
by mobile code;Section5 presentsnoredetail for specific
examples.

2.1 Denial of Service

The currentJava securitymodelprovidesa Permissions
framework to specify the hostresourceghat mobile code
may access.However, the extent of useis not monitored,
and codewhich haslegitimate usefor a certainresource,
say the screen,or the audio driver, may akusethis privi-
lege. The systemmay be rendereduselessy greedytech-
nigues:monopolizingandstealingCPU time, grabbingall
availablesystemmemory or starvingotherthreadsandsys-
tem processesMany variantson this themeexist, a com-
mon schemeis for the foreign codeto spavn a “resource
consuming’thread.Therunavaythreadredefinests st op
methodto executea loop andeffectsan“infinite access'to
theresourcewhich mayresultin anngying to crippling be-
havior, for examplethroughscreerflooding. Oftena com-
pletebrowseror systemshutdavn becomeshe only viable
option.

Sincethe safetyof Java runtime systemmay be threat-
enedby inordinatesystemresourceuse,it is usefulto have
somemechanisnto monitorandcontrolresourcaisage.

2.2 Information Leaks

An appletmay subvertits constrainechannelsf infor-
mationflow throughvariousmeans.A possiblethird-party
channelis available with the URL redirectfeature. Nor-
mally, an appletmay instructthe browserto load ary page
ontheweh An attacler’s sener couldrecordthe URL as
amessageahenredirectthe browserto the original destina-
tion [5]. Anotherscenariaxploitstheability of anappletto
sendout emailmessageflLQ]. If thewebseneris running
an SMTP mail daemon,a hostile appletmay forge email
afterconnectingo port 25.

Time-delayedaccesdo files alsocanbeusedasa covert
channel19]. Specifically if mobile codefragmentA, with
accesdo privateinformationis prohibitedfrom accessing
the net, information can still be sentout by anothermo-
bile codefragmentB, which sharesa file with A. Inter-
codecommunicatiorvia storagechannelamay be detected
by systemlogs, but thesearehardto analyzein realtime.

It is generallyacceptedhattheoreticallyfeasiblecovert
channeldik e refreshinga pageat uneventime intervals to
transmita sequenceof bits, are hard to detect. We ig-
noresucharbitraryandunpredictablénformationchannels,
while usingourtechniquego plug moretractablepathways
asin thecaseof emailforgery.



2.3. Spoofing

In a spoofingattack, an attacler createsa misleading
context in orderto trick auserinto makinganinappropriate
security-rel@antdecision[7]. For example,someapplets
displayURLs asthe mousenavigatesover variouscompo-
nentsof awebpage Jlikeagraphicor alink. By corvention,
theURL is shown in aspecificpositionon thestatudine. If
anappletdisplaysa fake URL, the usermay be misledinto
connectingo apotentiallyhazardousvebsite.lt is alsopos-
sibleto ahuseweaknesseis mobile code-fetcttorventions
to spooftherealplaceof origin of a codefragment,laying
client-sidesecuritypoliciesregardingnetwork connections
to naught.

Bytecode instrumentationis an effective technique
againstwell-specifiedattacks which includedenial of ser
vice and information leaksvia specific pathways. In this
senseits scopas monotonicnewly discoveredattackspec-
ificationscanbeaddedo aclient'spolicy filesandary addi-
tionalbytecodeshatmatchthemcanbeinstrumentedo en-
forcesafetyproperties.Thereademaylik e to think of this
in virus checkingterms,wherethe safetynetwidenswith
additionof new entriesin the virus signaturefiles. Byte-
codeinstrumentatiorthusallows for content-basegrotec-
tion, sincethemodificationis afunctionof thebytecodeand
theclient’s safetypolicy.

We now move on to thetechnicaldetailsof our scheme.

3. Bytecodelnstrumentation

Our goalis to designa safetymechanisnfor Java byte-
codethatextendsthe signaturebasedsecuritymanagewith
usercontrolledcontent-basedontrol. The basicideais to
restrictbytecodeby theinsertionof sentinelcode In theex-
ampleswe haveimplementedandtested sentinelcodemay
monitor and control resourceusageaswell aslimit func-
tionality. This approachis a form of software fault isola-
tion [24], adaptedo the specificstructureandrepresenta-
tion of Java bytecodeprograms.

Our safetymechanisnsubstituteoneexecutableentity,
suchasa classor a method,with a relatedexecutableen-
tity thatperformsadditionalrun-timetests. For instancea
classsuchasW ndow canbereplacedwith amorerestric-
tive classSaf e$W ndowthatperformsadditionalsecurity
andsanitychecks.This replacemenmustoccurbeforethe
transportedbytecodds loadedwithin the JVM of theclient,
andwe achiese this at differentpointsin the transportpath
in our experimentswith Java appletsand Jini proxies(see
Sectiord). Notethatwe will usetheprefix Saf e$ to indi-
catea safeclass.

Thefollowing sectionsexplain how modifiedexecutable
entitiesare insertedin Java bytecode. The modifications

maybeperformedatthelevel of theclassor themethod by
modifying the constanpool to replacereferenceso substi-
tutedentitiesby their safesubstitutes.

3.1 Class-lerel Modification

A classsuchasW ndow canbereplacedvith asubclass
of W ndow (saySaf e$W ndow) thatrestrictsresourceus-
ageandfunctionality. For example,Saf e$W ndow'scon-
structorcanlimit the numberof windows thatcanbe open
at onetime, by calling W ndow's constructorandraising
an exception when the numberof windows openedcur-
rently (storedasa privatevariablein the method)exceeds
thelimit. SinceSaf e$W ndowis definedto bea subclass
of W ndow, theappletshouldnot noticethechangeunless
it attemptdo createwindows exceedingthelimit.

This class substitutionis done by merely substitut-
ing referencedo classW ndow with referencego class
Saf e$W ndow. When Saf e$W ndow is a subtypeof
W ndow, type Saf e$W ndow canbe usedanywheretype
W ndowis expected.

In Java, all referencego strings, classes,fields, and
methodsare throughindicesinto the constantpool of the
classfile [16]. Thereforeijt is the constanpool thatshould
be modified in a Java classfile. More specifically two
entriesare usedto represent classin the constantpool.
A constantpool entry taggedas CONSTANT _Classrepre-
sentsa classwhile referencinga CONSTANT _Uft8 entry
for a UTF-8 string representinga fully qualified nameof
theclass,asin figure 1.

If we replacea classnameof a CONSTANT _Uft8 en-
try, W ndow, with a new classname, Saf e$W ndow,
the CONSTANT _Classentry will representhe new class,
Saf e$W ndow, asshown in figure2.

Substitutinga classrequiresjust one modificationof a
constantpool entry representinga classnamestring. This
is straightforvard sincea subclassnay appeararywherea
superclasgs usedwithoutary modificationgo theprogram.
However, this approactcannotbe appliedto afinal classor
aninterfaceclass.

3.2 Method-level Modification

In class-le@el modification the basicideais to substitute
a potentiallyharmful method(for example,thosethat pro-
vide directaccesgo systemresourcesyvith a saferversion
that provides for customizedcontrol. Unlike class-leel
modification,however, thereis no relationshipbetweerthe
two methods This providesmoreflexibility in thatit canbe
usedevenwhenthe methodis final or is accessedhrough
aninterface,but requiresmoremodificationsthana simple
substitutionof methods.
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Figure 2. Modfying class references

Before getting into the generalmechanismjet us con-
sidera field and a methoddescriptorwithin the Jasa class
file format. The field descriptorrepresentghe type of a
classor instancevariable.For example thedescriptorof an
i nt instancevariableis simply| . Table1l shovsthemean-
ing of somefield descriptors.

Descriptor Type
C character
I integer
z boolean

L<classname; aninstanceof theclass

Table 1. The meaning of the field & method
descriptor s

The Method descriptorrepresentshe parametershat
the methodtakesandthe valuethatit returns.A parameter
descriptorepresentzeroor morefield types,anda return
descriptora field type or V. The charactelV indicatesthat
the method returns no value{/oi d). For example, the
methoddescriptorfor the method

void setPriority (Thread t, int i)
is
(Lj ava/l ang/ Thread; | )V
We will describe an instance method in the form

<ClassName.MethodNameAngJe> and an class(static)
methodin theform <ClassName:MethodNameAnyie>,

to distinguishthem,thoughthey arenotdistinguishedn the
constanpool.

A methodsuchasThr ead. setPriority(l)Vcan
be replacedwith a saferversion,say Saf e$Thr ead: -
setPriority(Ljaval/lang/ Thread; 1)V, which
doesnot allow threadsspavned by mobile codeto have
higher priority than a userspecifiedupper limit defined
in classSaf e$Thr ead. The new safguardingmethod
takes priority of type integer as one of the amguments,
and comparest with its upperlimit. If the argumentis
higher, the argumentis setto the upperlimit. Eventually
the nev methodinvokes Thread. setPriority(l)V
with the verified argument. Sincethe new methodinvokes
an instancemethod mentionedbefore, a referenceto an
instanceof class Thr ead should be passedto the new
method.

3.2.1 Method ReferenceModification

It is more difficult to representa methodthan a class;
consequentlythe bytecode modification procedure for
methods is more involved. A constant pool entry
tagged as CONSTANT _Methodref representsa method
of a class(astatic method)or of a classinstance(ann-
stance method). The CONSTANT_Class entry repre-
senting the class of which the method is a member
and the CONSTANT _NameAnd¥pe entry representing
the name and descriptor of the method are referenced
by CONSTANT _Methodref. In our example, the CON-
STANT _Classentry and the CONSTANT _NameAnd¥pe



entry referencethe CONSTANT _Uft8 entries represent-
ingj ava/ | ang/ Thread.setPriorityand(l)V,re-
spectvely.

Sincea new classappearswe shouldadda nev CON-
STANT _Uft8 entry representinga new classnamestring,
Saf e$Thr ead, andanothemev CONSTANT _Classen-
try referencingthe newv CONSTANT_Uft8 entry, and
then modify the CONSTANT_Methodref entry to re-
fer to the nev CONSTANT _Class entry instead of an
old CONSTANT _Classentry (which representghe class
javal/ | ang/ Thread.) Since a method descriptor
changes,we also needto add a CONSTANT _Uft8 en-
try representinga symbolic namefor the nev methodde-
scriptor, (Lj aval/l ang/ Thr ead; | ) V, and then mod-
ify the CONSTANT _NameAnd¥pe entry to refer to the
newv CONSTANT_Uft8 entry for the method descrip-
tor. Now the CONSTANT _Methodref entry represents
a nev method, Saf e$Thread: setPriority(Lja-
va/ | ang/ Thr ead; 1) V, asshovnin figure3.

3.2.2 Method Invocation Modification

Among various Java Virtual Machine instructions im-

plementing method invocations, we are interested in

i nvokevi rtual for an instance method invocation
andi nvokest ati ¢ for a class(staticmethodinvoca-
tion. Both instructions require an index to a CON-
STANT _Methodref constantpool entry, but they require
slightly differentervironments. The instancemethodin-

vocationis setup by first pushinga reference o the in-

stancewhich the method belongsto, onto the operand
stack. The method invocations arguments are then
pushedonto the stack. The contentsof the stack at
this point (the ervironment), which include the refer
ence to the method and the operandstack of the call
to Thread.setPriority(l)V, is shavn in Figure
4(a). The class method invocation requires an en-
vironment much like that of the instance method in-
vocation, except that a referenceto the instance is
not pushed onto the operand stack. The environ-
mentof acall to Saf e$Thr ead: set Priority(Lja-

val/ | ang/ Thr ead; | ) Vis shovnin Figure4(b).

A visualcomparisorof thetwo methodinvocationervi-
ronmentsn figure 4 makesthe modificationrequiredvery
clear The contentsof the operandstacksare the same,
thoughaninstructionfor methodinvocationchangedsrom
i nvokevi rtual toi nvokestatic.

The distinct nature of methodsand classes,and their
distinct representatiorin bytecodethus leadsto different
mechanism$or theirrespectie modification.Method-level
modificationrequiresa changein bytecodesn additionto
some modificationsin the constantpool, whereasclass-
level modificationrequiresonly onechangen the constant

pool. Thedifferencan thecostsof theseoperationss made
up by the differencein the applicability of the schemes;
method-lerel modificationsprovide finer-grained control,

andaretheonly choicefor final classeandinterfaces.

4. Application Frameworks

Our experimentswith bytecodetransferand untrusted
codeexecutionwere carriedout in the contect of Java ap-
pletsandJini serviceproxies. While the sameinstrumen-
tationmechanismspplyin bothcasegand,in generalfor
arbitrarybytecode)thetransportmechanisnis modifiedat
differentpoints. In thefollowing, wereferto thecodewhich
carriesoutthe bytecodanstrumentatiorasthe bytecoddil-
ter.

4.1 Java Applets

The ubiquity of Java appletsandtheir usefulnesgomes
at the price of an increasedsecurity risk owing to unin-
tentional execution of maliciousmobile code during web
browsing.

Therearetwo obviouswaysof insertinga Java bytecode
filter into the network and browser architecture. One ap-
proachwould be to modify the classloaderof the Java vir-
tual machineusedby the browser The otheris to capture
andmodify Java bytecodebeforeit entershe browser The
latter provides an easierexperimentalframenork, sincea
usercaneasily configurehis or her browserto obtainweb
contentthrougha pieceof softwarecalleda network proxy.
This can be doneby a simple modificationto a standard
browserdialogbox. In contrastmodifying the classloader
of the Java virtual machinerequiresinstallationof special-
purposecodein every browser Moreover, usinga standard
proxy interfaceallows usto install a Java-based'security-
tuner” interfacein every browser which allows the userto
specify their security constraints. Thus a proxy interface
providesasimple,customizableandflexible frameawork for
developingandtestingJasa bytecoddfilters.

The basicarchitectureof our systemis showvn in Fig-
ure5. Whenthewebbrowserrequestawebpageor applet,
thisrequespoesthroughthe network proxy. Theproxy for-
wardstherequesto thewebsener andrecevesthedesired
displayor executablecontent.Whenthewebsener sendsa
Javaapplet,the proxy will passtheappletcodeto the byte-
codefilter. The bytecodefilter will examinethe bytecode
for potentialrisks andmodify the bytecodebeforesending
the codefor executionto thewebbrowser In this way, the
webbrowseronly recevvesbytecodehathasbeenscreened.
Theproxyalsohasaccesso arepositoryof Java classesin-
cluding securesafeclasseghat canbe substitutedor stan-
dardlibrary classesandimplementationf userinterface
methods.The userinterface,written in Java andrun asan
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Figure 4. Modifying environments of method invocations

appletundercontrol of the browser allows the userto cus-
tomizethe securitychecksperformedby the proxy andfil-
ter duringa web sessionwithout stoppingor restartingthe
browseror Java virtual machinerunning undercontrol of
thebrowser

4.2 Jini Proxies

The Jini architectureandapplicationprograminterfaces
provide a corvenientandrelatively generalframeawork for
dynamic discovery and configurationof distributed ser
vices.AlthoughJiniis designedo supportdynamicfedera-
tion, the securityaspect®f Jini areextremelylimited. The
proliferationof networked small devicesandthe availabil-
ity of leanJVMs makesJini anobvioustargetfor attacksin
sucha distributedsystem.We describethe basicJini mech-
anismsbhelow, anddemonstratéhe useof ourtechniquego
ensuresafetyin this framework.

4.2.1 Protocols

The Jini API extendsthe Java ervironmentfrom a single
virtual machineto a network of machines. In general,a
Jini systemcontainsa setof serviceseachof which offers
somefunctionalityto any memberof afederation.Theini-

tial handshak betweerthe clientsandthe serviceds facil-
itated by lookupservices The locationandinstallationof
servicesvia this lookupmechanisninvolvesnetwork trans-
fer of Javabytecode Specifically if aprocesonmachineA

wishesto communicatevith a processon machineB, then
machineA installs a surrogatestub objectthat communi-
cateswith acorrespondingbjecton machineB throughre-
motemethodnvocation.Thissurrogatestubobjectis called
aproxy. If theobjecton machineB providesa lookup ser
vice, thenthe stubobjectinstalledon machineA is calleda
lookupproxy. If theobjectonmachineB providesageneral
distributedservice thenthestubobjectinstalledonmachine
A is calleda serviceproxy.

A Jini client obtainsa lookup proxy anda serviceproxy
throughthefollowing steps:

Discovery The client broadcastsa requestfor a lookup
service. The lookup servicerespondswith a lookup
proxy. This stub object (proxy) allows the client to
malke furtherqueriesof thelookupservice.

Query The client queriesthe lookup servicefor a service
with specificattributes. The lookup serviceresponds
with a list of servicesandsuppliesa list of attributes
associateavith eachservice.v

Selection Theclient requestandrecevesa serviceproxy
for a specificservice.Theresultof selectionmaybea
signedor unsignedar (javaarchve)file.

Thefirst phaseusedin discovery, involvescommunication
with asubnetbr multicastgroup,in orderto locatealookup
service. In the secondphase,which includesquery and
selection the agentcommunicatesvith the lookup service
througha lookup proxy thatwas obtainedin the discovery
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phase While standardlini usesremotemethodinvocation,
other forms of communicationcould concevably be sub-
stituted. Sincethe agentmustinstall and executea lookup
proxy (interfaceor driver),theagents susceptibldo errors
or attackgesultingfrom corruptedor maliciousproxy code.
In thethird phasetheagentinterfaceswith theinstalledser
vice througha serviceproxy. Again, standardlini relieson
remotemethodinvocation,but if the serviceis distributed,
thenothercommunicatiormechanismgould be appropri-
ate. As with installationof the lookup proxy, the agentis
againsubjectto risks associatedvith executionof service
proxy coderecevedoverthe network.

4.2.2 Security

The currentJini security model is simply the Java secu-
rity model. The final jar file received asthe resultof se-
lection may be signed. The client Java security manager
may be configuredto provide eachlookup proxy or service
proxy with specificaccesgights, accordingto the signing
key usedin creationof the jar file. This provides some
protection, but suffers from the familiar shortcomingsof
signature-basedecurity Specifically authenticateccode
may have unintentionalsafety loopholes,which are only
adequatelhpddressetly a content-basegrotectionmecha-
nism. Instrumentinghe proxy bytecodeat the client’s end,
beforeit is loadedby the classloaderfor execution,pro-
videsfor client-specifiedsafebehavior.

Figureé6 illustratestheaugmentedini architectureNote
thatspecifickinds of bytecodefiltering maybe appropriate
for Jini. For example,if Jini serviceproxies(consistingof
javabytecodeprenot expectedo containloops,thenfilter-
ing canbe usedto detectthis andpreventlooping. Another
desirablepropertymight be thatthe proxy only engagesn
secureauthenticatedhetwork connectionswith the service
it camefrom, andthe codemay be filtered to requirethis.
Otherclientandservicespecifictestsmay be performedby
instrumentingheproxy with sentinelcode which performs
therequiredcodeanalysisprior to executionof the original
code. Jini-specificfiltering canbe achieved eitherby writ-
ing appropriateconfigurationfiles for our existing filter, or
extendingthefilter implementation.

The secondpiece of the augmentedlini infrastructure
is an interceptionmechanisnfor proxy bytecode. As de-
scribedabove, for Java appletsthis wasachiezed by using
a network proxy thatinterceptechttp communication.For
Jini, this mustnow be doneusinga network proxy or some
other mechanisnthat hasaccesgo argumentsand return
valuesof Java RMI calls.

4.2.3 Bytecodelnter ception

The Jini specificatioronly requiresthe protocolsdescribed
above to be basedon TCP and UDP transportand ob-

ject serialization,and implementationsare free to choose
a communicatiormechanism.In particulay the specifica-
tion makes no particularreferenceto the RMI registry or

wire protocols. The only requirementis that Jini inter-

facespresere the RMI remoteinterfacesemanticswhich

meanghatthey needto only declareRenot eExcept i on

on its methods. This makesthe job of identifying a well-

known, constantpath of remote-classlelivery ratherdiffi-

cult. We notethoughthatmostJini communitiesf services
andclientsactuallyuseRMI, onaccountof it beingusedin

Sunsdefaultimplementation.

We focus on the relevant parts of the Jini discov-
ery protocol. After the lookup sener is found, it sends
to the client an object implementingthe net . j i ni . -
core. | ookup. Servi ceRegi strar interface. This
is done in the last phase of the discovery protocol,
via a java.rm . Marshal | edObj ect. This Ser-
vi ceRegi st r ar objectis thelookup proxy, andwill re-
ceive all serviceproxieson theclientsbehalf. Accordingly,
therearethreeplaceswhereonecouldinterceptthe service
proxy bytecode:

e duringtransportfrom the lookup sener to the lookup
Serviceproxy,

e within the Ser vi ceRegi st rar beforethe serial-
izedobjectis reconstructedand

e within the Ser vi ceRegi st r ar afterobjectrecon-
struction.

The lack of a commonwire protocol makesit infeasible
to interceptthe serviceobjectalongthe network path,thus
we interceptthe objectbytecodein the Ser vi ceRegi s-
t rar. Thisis bestdonebeforethe serializedobjectis re-
constructedsincemodifying thebytecodeof anobjectafter
reconstructiorpresentgroblems. For example, it is diffi-
cult to maintainthe stateof the object.

In Java, in order to load a classinto the JVM exe-
cution,oneneedsaj ava. | ang. Cl assLoader object
which doesthe actualloading via the protectedfinal de-
fi neC ass method.Loadingaclassin theJVM proceeds
asfollows. If theclassnameis referencedmplicitly during
the codeexecution,the JVM tries to locatein its internal
runtimetableaclasswith suchname thatwasloadedby the
sameClassLoadewhich loadedthe classmakingtherefer
ence. If thereis no suchclass,the JVM calls the method
| oadd ass() onthed assLoader whichloadedthe
classmakingthe reference.This methodfirst tries to del-
egatetheloadingof the classto its parentCl assLoader
by calling its | oadd ass(), andso forth, up until the
bootstrap.If all parentsfail to locatethe class(not previ-
ouslyloadedby them,andunableto find its .classfile), then
| oadd ass() callsfi ndCl ass() in the ClassLoader
thatinitiatedtheloadingprocesslf fi ndC ass findsthe



.Classfile, it loadsit into a byte array andthen calls the
final, protectedmethoddef i ned ass. If fi ndd ass
fails to locatetheclass,it throvsa Cl assNot FoundEx-
ception. In the Jasa API, thereis only one network-
aware ClassLoaderjava.net.URLClassLoaderNote also
thatj ava. rm . server. RM Cl assLoader reliesin-
ternallyonasubclasof URLCl assLoader .

This leads us to two possible ways of intercepting
serviceobjects. Thefirst oneis to assumehatthe classes
for the downloadedserviceobjectswill always be loaded
into the JVM by using eitherthe URLCl assLoader or
the RM Cl assLoader, andthen replaceall references
to java.net.URLC assLoader with our exten-
sion of it, jinifilter.SafeURLC assLoader .
The second one is to replace all calls to j ava. -
| ang. d assLoader. defi ned ass() with
the static jinifilter. SafeC assLoader. -
defined ass(). In our currentimplementation,we
choseto assumehattheclassegor thedownloadedservice
objectswill alwaysbeloadedinto the JVM by usingeither
theURLC assLoader ortheRM Cl assLoader . Note
thatthis is not restrictve, sinceclassen the disk may be
referencedisingthefile:// protocol.

In summaryouraugmentedini frameawork for bytecode
instrumentationvorksasfollows. A Jini serviceregistersits
proxy with alookup serviceduringthe procesf register
ing with it. Thediscovery andselectionof this serviceby a
clientresultsin aserializedobjectform of the serviceproxy
being sentto the client. The modified classloaderat the
clientinvokesthe bytecoddilter, whichinstrumentslasses
andmethodsin the serviceproxy sothat safeclassegrom
the safeclasslibrary areusedin placeof standardclasses.
This allows usto tracefile andnetwork accesspreventde-
nial of serviceattacksy limiting useof specifiedesources,
andinstrumentbytecodedor otherprofiling efforts. In our
experimentswe have foundit straightforwardto construct
safeclassegor thesepurposes.

5. Examples

We presentan exampleeachof class-leel and method-
level modificationin the context of containingbytecodebe-
havior.

5.1 Resourceabuse(Screen)

As mentionedin Section3, foreign codecan crashthe
systemby creatingmore windows than a certainsystem-
dependeniimit. To protectagainsthisresource-hogttack,
the safetymechanisnshouldkeeptrack of thewindow cre-
ationprocess.

SincetheJavalibrary classFr ame handlesanoptionally
resizableop-level window, the attackmay be containecby
restrictingthe numberof timesmobile codecaninvoke the
window constructomethod.

Since Fr ane is inheritable, this may be achieved by
replacingall referencedo the Fr ane classby references
to a safe class subclassedrom it, say Saf e$Fr ane.
Saf e$Fr ane createswindows using the constructor
methodsof Fr ane, while keepingtrack of the numberof
windows alreadyopen.

public class SafeFrame extends Frane {
private static int nunmOf Frames = O;
public SafeFrane (String title)({
super(title);
i f (nunf Franes < FRAMEMAX)
nunof Fr anes++;
el se {
nun Franes = O;
t hr ow new AWTEr r or
(" Number of W ndow Franes
exceeded");

As the codefragmentshaws, Saf e$Fr ane guardsthe
creationof a new window with a checkagainstthe current
value of nunof Fr anes, the numberof framescurrently
open.Sincereferenceso Fr ane aresubstitutedvith refer
encedo Saf e$Fr ane beforebytecodeexecution,the ap-
plet wont notice ary changeuntil it tries to exceedthese
resourcdimits.

This techniguecanclearly be extendednto afull-blown
tunableresourcamonitor, customizableo aclient’'ssecurity
needs.Safguardingagainstresourcealusehasa common
template:

1. Identify the Java classesvhich controltheresourceve
areinterestedn monitoring.

2. Subclasghis resourceclass(assumingt is not final)
to createa safeversionof the original class,which has
provisionsfor userdefinedchecks.

3. Invokethebytecoddilter ontheresourceclass sothat
all referencedo the original classare replacedwith
referenceso the new (safe)subclass.

Note that carrying out the bytecodemodificationin a net-
work proxy insteadof the browserallows mary diversese-
curity policiesto bemanagedy a singleproxy.

5.2 Compromiseof Privacy

An appletis ableto disclosethe users confidentialin-
formationthroughemail, while its webseneris runningan



SMTP mail daemon.To getrid of this covert channelthe
appletshouldnot be ableto connectto port 25 on the web
sener.

A Javalibrary class,Socket , implementsa soclet for
interprocesscommunicationover the network. The con-
structor methodscreatethe soclet and connectit to the
specifiedhostandport. Sincewe wantto put restrictions
ontheconstructomethodswe shouldfamiliarizeoursehes
with how they areimplementedn Java Virtual Machine.

Java Virtual Machine classinstancesare createdusing
the JVM’'s new instruction. Oncethe classinstancehas
beencreatedandits instancevariableshave beeninitialized
to their default values,an instanceinitialization methodof
thenew classinstancegi ni t >) isinvoked. At thelevel of
theJVM, aconstructoappearasamethodwith thespecial
compilersuppliedname<i ni t >. For example:

Socket create() {
return new Socket (host _nane,
port _number) ;

}
compilesto
0 new#l Classj ava. net . Socket
3  dup
4  geffield Fieldt hi s. host _nane
java.lang. String
7  getfield Fieldt hi s. port _nunber |

Method
j ava. net . Socket . <init>
Lj ava/lang/ String; 1)V

10 invokespecialt4

13 areturn
The JVM instruction i nvokespeci al invokes in-
stancemethodsrequiring specialhandling, suchas super
class private,andinstancanitialization methods.

SinceSocket is afinal classin thebrowser wereplace
the constructormethodsvia method-leel modification.
Oursafemethod,Saf e$Socket : i ni t ,canmonitorand
control every soclet connection. Saf e$Socket : i ni t
establishesthe soclet connection upon every request
excluding a requestto port 25, and returns a new
soclet object. Saf e$Socket:init takes the same
argument type as whatever the constructor of Soc-
ket takes, but a different return type since it re-
turns the new soclet object. So references to
Socket . <i ni t>(Lj ava/l ang/ String; | ) Varere-
placedwith referenceso Saf e$Socket:init(Lja-
va/l ang/ String;1)Ljaval/ net/ Socket ;.

Since Saf e$Socket:init is a static method,
we substitute replace i nvokespeci al with in-
vokest ati c. In addition,we shouldremove a socletob-
ject createdby new from the stack,sincethe new method
returnsa socket object. The modifiedbytecodesareasfol-
lows:

0 new #1 Classj ava. net . Socket

3 pop

4 getfield Fieldt hi s. host _nanme
java.lang. String

7 getfield Fieldt hi s. port _nunber |

10 invokestatic#4 MethodSaf e$Socket . <i nit>
(Ljaval/lang/ String: 1)
Lj ava/ | ang/ Socket ;

13 areturn
5.3 Client SafetyPolicies

Our example prototypesuse a simple safety specifica-
tion languagewhich is usedby the filter to determinethe
users requirementsThesemay be expresseckitheraslists
of classesndmethodghatneedto bemodified,or through
a GUI which recordsthe “safe” rangesof resourceusage
for many commonlyaccessedystenresourcegscreenau-
dio, network connectionsthreads,etc.). In termsof the
safetyspecificationanguagetheseprovide for a conjunc-
tion of resourceboundconditions. We are studyingpolicy
languagesvhich allow for the expressionof otherlogical
constructsfor example,XOR. A client may specifythata
pieceof codeopensa network connectioror readsafile on
thelocal disk, but not do both. Othertemporalconstraints
which ensurethe privagy of the client from mobile code
alsoseenusefulto capturewithin asafetyspecificationan-
guage.Givena particularspecificationanguagepytecode
instrumentationallows us to bootstrapmobile code with
sentinelcode which checksfor policy compliancebefore
thecodeis executed.

6. Related Work

Therearethreegenerabpproachewhichhave beenpro-
posedfor the safeexecutionof mobile code. On oneend
of the spectrumaredigital signaturebasedschemeswhich
associatdrust in codewith the ability to authenticatehe
signatureprovided with it. For example,digital signature
mechanismé the Java Crypto API enablea userto down-
load appletswritten only by known (andtrusted)authors.
While signedcodeprovidesagreaterdegreeof comfort,the
confidencein its safetyis basedon our knowledgeof its
author andnotonits content.

On the otherend of spectrumare formal-methodbased
approachewhich guarante¢hatmobile codemeetscertain
specificationsLanguagesemanticxanbe usedto enforce
safetyby guaranteeinghata programcant affectresources
thatit cant name[3]. However, suchsemanticshouldbe
extendedto include the exact conditionsandrequirements
thata securityprotocolshouldsatisfy suchasresourceon-
sumptionor informationaboutcommunicationNeculaand
Leeintroducedproof-carryingcode[20], wherethe mobile
codecarriesa proofthatit complieswith certaininvariants



or requirementsWhile sucha schemegreatlyincreaseshe
confidenceplacedin mobile codeervironmentsthe exces-
sive overheadnvolvedwith the creationof proofs,andthe
difficulty of formally specifyingsecurityconcerngenders
thesemethodssomevhatimpractical.

Lucco,etal., introducedsoftwae faultisolation[24] for
transforminguntrustednobilecodesothatit cannotescape
its fault domain. They shavedthatmemoryaccessesould
beencapsulatedith a 5-30%slowdown. Theoriginal Java
sandboxsecurity model prohibiteduntrustedappletsfrom
usingary sensitve systemservice,but the sandboxmodel
turnedoutto becompromisedwvenwith smallimplementa-
tion errors[5]. Theseobsenationswerefollowedby some
efforts to try and prevent untrustedappletsfrom getting
into a local machine. Malkhi et al., proposedhe concept
of a playground [17] for executinguntrustedmobile code
on a remote protecteddomain(machine)while using the
users browserasan|/O terminal. The SecurdnternetPro-
gramminggroupat Princetonproposed JavaFilter [2] for
preventinguntrustedappletsfrom enteringthe users com-
puter;a usercoulddownloadJava appletsonly from trusted
seners using the Java Filter. Anotherapproachis to use
firewallsto filter outall outsideappletd18], while allowing
trustedinternalappletsto run.

Our approachs relatedto softwarefault isolation. We
transformappletsthrough bytecodeinstrumentaion such
thatthey effectively executein anervironmentwith guarded
accessto security-sensitie objects and methods. Such
content-basedecurity provides a middle ground between
the compleity of formal methodsapproachesndthe all-
or-nothing paradigmof signaturebasedsecurity We be-
lieve that bytecodeinstrumentatioris a practicalmeansof
achieving specific security ends, and complementsother
techniquedor raisingtrustin mobile code.

We briefly summarizeother approacheso modifying
bytecode. The Princetongroup modified the browsers
Appl et O assLoader suchthat it could employ the
Java Filter. Malkhi et al., substitutedthe namesof AWT
classewvith the namesf remoteversionsof corresponding
AWT classespy symbolic manipulation. BIT [15] and
JTrek [28] provide Javalibrariesfor modifying Java classes
atlink-time. TheBIT framework allowstheinsertionof a
new methodinvocation,but doesnt allow the replacement
of removal of methodcalls. The JTrek classlibrary enables
developersto adda new methodinvocation,andto getthe
valueof avariablefor modifying andmonitoringthe activ-
ity of aJavaclass. BCA [11] and JOIE[4] aretools for
rewriting Java bytecodestload-time. The BCA systemal-
lows Java classcomponentso be adaptecandtransformed
atthe Java classfile formatlevel, by addinga methodto a
classandperformingsymbolicmanipulationswithout any
operationsat the bytecodeinstructionlevel.  The JOIE
toolkit enablesnodifiesbytecodeatloadtime, usingauser

extensibleclassloader In contrastto our proxy approach,
the JOIE toolkit is dependenbn currentversionsof the
classj ava. | ang. Cl assLoader .

In general,the idea of modifying executabless not a
new one,andhasappearedn othercontexts. We list some
approachekerefor completenesdJsing microcodemodi-
fication, ATUM [1] and MPTRACE [6] generatedataand
instruction tracesand collect them for performing trace-
driven simulationsin the processof architectureevalua-
tion. By modifying a fully-link ed executable,Pixie [29],
Epoxie[25], andQPT [13] recordthe sequenc®f instruc-
tionsanddatareferencedor profiling andtracingsystems.
There exist mary generalpurposemodification tools for
executables.OM [23] and ATOM [22] aretools running
on Alpha AXP underOSF/1for disassemblindhe binary
into anintermediateform, modifying the intermediaten a
machine-independemiay, andtranslatingthe modifiedin-
termediaterom into the targetbinary format. EEF[14] is
a C++ library runningon SFARC processorsinderSunOS
and Solariswhich providesabstractiondor analyzingand
modifying executableprogramsin a machine-independent
way. Etch[21] is a binaryrewriting tool for Win32 applica-
tionson Intel x86 processors.

7.Conclusion

This papempresentectechniqueor modifying bytecode
programsthroughwhich usersmaycustomizehebehaior
of foreignjava bytecode andits prototypeimplementation
for protectingagainstcertainkinds of hazardousun-time
behaior. Our safety systemtransformsJava appletsand
Jini proxiesthroughbytecodeinstrumentationjn orderto
performadditionalsecurityand sanity checksand provide
controloverinaccessibl®bjects.We demonstratethrough
someexamplesthatbytecodemodificationmay addresse-
curity concerngegardingdenial of service,email-foging,
URL spoofing,andanng/anceattacks.

The bytecodemoadificationtechniquesexplainedin this
paperfall into two cateyories,class-l&el modificationand
method-leel modification. Class-l@el modification in-
volves replacingreferencedo one classby referencedo
another In our examples,we replacedreferencego stan-
dardlibrary classeswvith references$o our own customized
“safe” subclassesf theseclassesClass-l@el modification
involvesrelatively simple manipulationof bytecodesince
symbolic namesof classesare corveniently storedin the
constantpool. Method-level modification provides more
flexibility in thatit canbe usedwhenthe methodis final
or is accessethroughaninterface,but requiresmorecom-
plicatedmaodificationsof methodreferenceand methodin-
vokinginstructions.

Sinceour techniquesare generalenoughto be applica-
ble to ary Java bytecodewe implementedhesetechniques



within two contexts, eachof which hasa differentbytecode
delivery path. In the caseof Java applets,instrumentation
wasdoneby a network proxy whereador Jini serviceprox-
ies,for whichthereareonly transportinterfacesbut no spe-
cific transportmechanismsywe choseto modify the byte-
codeattheclient’s classloaderbeforeits execution.

Ourexperimentsuggesalow performancéit of 5-20%
basedn the mixture of classandmethod-modificationse-
quired in the bytecode,using publicly available libraries
(JaraClass)to extract information from, and reconstruct
bytecode. Currently versionsof the proxy exist in Java
and Python, and we are working towards identifying
domain-specificsecurity policies. The design of more
expressve safety specificationlanguagesis an interest-
ing line of further research. We encouragehe readerto
visit http://iswim.stanford.edu/bytecode-instrumentation/ for
acurrentversionof our work.

Although we presentedur techniquein the context of
the Java securitymodel, we believe thatit certainlyhasa
widerrangeof applicabilitythanthe simplesecurity-related
examplespresentedn this paper For example,it may be
usefulto explorewaysto utilize the techniquein otherset-
tings, such as interactingwith normally inaccessibleob-
jects.We alsobelieve thatwith theflexibility of currentJava
securitymodels,suchasdescibedn [8], it may be fruitful
to usebytecodemodificationto enforcechoserrestrictions
onusageof the securitymanager
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